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Abstract-P2P networks are becoming increasingly popular for
a wide variety of applications going beyond pure file sharing.
However, a commercial use of P2P technology is currently not
possible as efficient and reliable market mechanisms are missing.
This paper presents PeerMart, a distributed technology in sup-
port of a market for trading P2P services. PeerMart combines
the economic efficiency of double auctions with the technical effi-
ciency and resilience of structured P2P networks. The system is
implemented on top of a redundant P2P infrastructure and is
being evaluated with respect to scalability, efficiency, and reli-
ability.

I. INTRODUCTION

Emerging peer-to-peer (P2P) networks implement the idea
that peers share resources with other peers without having to
rely on a centralized infrastructure. By means of appropriate
aggregation and replication techniques P2P systems can pro-
vide much higher performance and robustness than traditional
client/server-based applications. Today, file sharing systems
like eMule [6] or BitTorrent [4] are the most widespread P2P
application. However, a number of additional applications
have been developed based on P2P technology, like distrib-
uted storage, multimedia streaming, or distributed online
games, which become increasingly popular.

P2P systems are based on the assumption, that every peer
contributes as much as it benefits from other peers. However,
as peers are autonomous entities acting in a rational and self-
ish way [13], it is unlikely that this kind of cooperation will
happen in the absence of appropriate economic and social
mechanisms. This observation is based on the well-known
free-rider problem [1]. Therefore, and without appropriate
incentives for peers to cooperate, P2P systems perform very
badly as only few peers will offer services or resources.

To alleviate this problem, more and more P2P applications
started to adopt accounting mechanisms to enforce balance
between contribution and consumption of individual peers,
e.g., eMule’s credit system [6] or BitTorrent’s tit-for-tat mech-
anism [4]. However, these approaches are mainly file sharing-
oriented and do not take into account the value of the services
(files) offered. Moreover, it is not possible that credits gained
for uploading a file to one peer can be spent for downloading a
file from another peer or for using other services.

In order to overcome these shortcomings and enable the
commercial use of P2P technology, a complete set of market

mechanisms are necessary. PeerMart aims at a generic solu-
tion enabling peers to trade any kind of services with poten-
tially different values. An example for such a service could,
e.g., be the upload of a file at a particular bandwidth. PeerMart
provides the technology for a completely decentralized market
for trading such services. In particular, it enables dynamic
pricing and efficient price dissemination and lookup for ser-
vices over a P2P network. Using PeerMart, peers can bid
prices for services, which enables them to govern the desired
service performance.

The presented approach uses an economically efficient dou-
ble auction mechanism and combines it with the technically
beneficial properties of a structured P2P overlay network such
as Chord [15] or Pastry [12]. The core idea is to distribute the
broker load of an otherwise centralized auctioneer onto clus-
ters of peers, each being responsible for brokering several ser-
vices. PeerMart uses the overlay network infrastructure to map
the services onto particular sets of peers. By following this
fully distributed and redundant approach, a high reliability can
be achieved at a relatively low overhead of messages and nec-
essary storage space. In addition, the solution scales very well
with the number of participating peers.

The remainder of this paper is organized as follows. Section
IT describes the basic market model and the main problems
which are focussed. In addition, an outline of the technical
design space for pricing mechanisms in P2P networks is
given. Section III presents the basic design and characteristics
of PeerMart, while Section IV further analyzes and evaluates
the system in detail. Finally, Section V concludes the paper
and gives an outlook on future work. In addition, some further
extensions to the basic design will be described.

II. PROBLEM AND DESIGN SPACE

The considered market model for P2P services is depicted
in Figure 1. For any service there are basically three different
roles, consumers, providers, and intermediate peers acting as
brokers. It is assumed that a peer can act in several roles at the
same time. While a consumer’s goal is to maximize its utility
by finding providers offering a particular service at a low
price, a provider’s goal is to attract consumers that are willing
to pay a high price to maximize its benefit for the services
offered. Intermediate peers are responsible to match these
needs in an efficient and optimal way, i.e. they need to forward



messages such as service requests and service offers, as well
as process and store service-related information like prices on
behalf of other peers.

Broker peers
(Intermediate peers
in P2P network)

Provider peer
Consumer peer

Figure 1. Market Model for P2P Services

A. Problem Statement

One of the main obstacles in a P2P environment is that
peers may not be willing to cooperate or behave correctly
according to a certain protocol. First of all, cooperation is
costly. Therefore, peers may simply have no incentives to
cooperate. But even worse, peers can be competitors for a par-
ticular service. For example, a provider could lose the oppor-
tunity to sell a service. In any case, it has to be taken into
account that peers are autonomous entities which act in a
rational and selfish way [13].

In general, two different types of selfish behavior can be
distinguished, a) peers not providing services like files or
other resources, and ) peers not providing base functionality
like forwarding or caching service requests. For the first prob-
lem several solutions have been proposed in the past, such as
using accounting mechanisms, micro-payment, or reputation-
based schemes [7], [9], [16], [18]. However, the second prob-
lem appears to be more complicated to deal with, as this type
of selfish behavior is generally much harder to detect. For
example, it might be quite difficult to track down a peer which
did not forward a particular message. The problem becomes
even more complex when business sensitive information like
price offers need to be processed or stored. Using accounting
mechanisms as an incentive to provide such functionality
seems not feasible due to the enormous technical effort that
would be needed. Also, it might not solve the problem, since
the incentive for providing that functionality would need to be
higher than the potential benefit for not providing it.

PeerMart attempts to solve both problems in an integrated
manner. While the answer to the first problem is to provide an
efficient pricing mechanism for P2P services, the second prob-
lem is solved by using redundancy, as suggested by [14]. As it
will be shown in Section IV, redundancy helps to increase the
reliability of PeerMart in the presence of malicious peers.

B. Design Space for Pricing in P2P

There are many alternatives to set prices for services and
disseminate them to other peers. The simplest approach would
be that fixed prices are determined by a central authority, e.g.,

the system designer. While such an approach has basically no
communication overhead, it implies that the central authority
has complete information to set optimal prices in advance,
which seems not to be viable in practice.

In the absence of a central authority, the problem becomes
technically much more complex. Prices need to be communi-
cated to other peers in a reliable way. A simple approach
would be that providers and consumers regularly broadcast
price offers for services to all other peers in the network. Any
offer could then directly be answered with a counteroffer by
any peer. A similar approach is adopted in [5]. Obviously,
such a solution does not scale and there are no guarantees
whether all peers can be reached. A more scalable but rather
complex approach is to store offers for later use in a form of
routing table at intermediate peers. Peers could then use this
information to route requests to the peer currently offering the
best price rather than using broadcast. However, it is unclear
how long prices should stay valid before being dropped from
such a routing table.

In contrast, auction-based approaches seems to be very
promising in terms of both economic and technical efficiency.
While single-sided auctions have the drawback of being either
provider- or consumer-oriented, double auctions enable both
providers and consumers to offer prices. These offers are con-
tinuously matched by a broker following a certain matching
strategy. Today the double auction is widely used in stock
markets. An attempt to implement a double auction in a P2P
environment is proposed in [11]. Their algorithm is based on
agents which are connected in a random P2P network, and it is
considered that only one commodity good is being traded.
Agents randomly join to build clusters and assign a single
agent as the cluster center which keeps a map of all agents in
the cluster. Thus, the maximum cluster size has to be limited
which implicates that the solution does not scale well. In addi-
tion, it is assumed that messages are never lost or delayed,
which seems not to be a realistic assumption for a P2P net-
work in practice.

PeerMart has been designed with a strong focus on the tech-
nical feasibility of implementing a reliable double auction
mechanism on top of a P2P network. PeerMart’s approach is
to distribute the broker load onto redundant sets of peers. Its
main challenge is to correctly synchronize offers and get to
common decisions, given that a certain number of peers acts in
a faulty or malicious way. This is similar to the Byzantine
Generals Problem [8]. To solve this problem, PeerMart uses
public key cryptography to clearly identify the sender of an
offer and determines potential matches based on majority
decisions among the broker peers.

III. PEERMART DESIGN

In the following, the design of PeerMart’s auction mecha-
nism and its implementation on top of a structured P2P over-
lay network are described in detail.



A. Basic Auction Mechanism

The basic auction mechanism works as follows: A provider
(consumer) which is interested in trading a particular service,
sends a service offer (service request) to the responsible bro-
ker, which is realized by a set of peers as described later on.
The broker replies with the current bid price (ask price), which
is the current highest buy price (lowest sell price) offered by a
peer. Based on this information, the provider (consumer)
sends a price offer to the broker, using a particular strategy
which can be chosen arbitrarily (a potential bidding strategy
that is close to human behavior can be found in [3]). The bro-
ker continuously runs the following matching strategy:

a) Upon every price offer received from a provider (con-
sumer), there is no match if the offer is higher (lower) than the
current bid price (ask price). The price offer is dropped or
stored in a table for later use.

b) If there is a match, the price offer is forwarded to the peer
that offered the highest buy price (lowest sell price). The
resulting price for the service is set to the mean price between
the matching price offers.

B. Underlying Infrastructure

PeerMart implements the described auction mechanism on
top of a structured P2P overlay network. Currently, Pastry [12]
is applied, but in principle any other P2P overlay infrastruc-
ture could be used. The motivation for using Pastry is prima-
rily its Java-based implementation, FreePastry, and its notion
of leaf-sets, which represent a set of peers. PeerMart uses
Pastry for peers joining or leaving the system, and to find
other peers in the network. In Pastry every peer is given a
unique 128-bit nodeld, which can be calculated from a peer’s
IP address or public key using a secure hash function. In Peer-
Mart it is assumed that every peer has a public/private key
pair, which is also used to sign and verify messages. A light-
weight method that could be adopted to acquire a public/pri-
vate key pair without having to rely on a public key infrastruc-
ture is described in [2]. The method is based on crypto puzzles
and limits the rate at which new peers can join the system.

C. System Design

It is assumed that each service being traded over PeerMart
can be described by a fixed set of parameters and has a unique
serviceld with the same length as a nodeld. For a file service
this can, e.g., be achieved by calculating the hash value of the
corresponding file. The only considered parameter which can
currently vary is the price. The serviceld is mapped onto the
address space of the overlay network. The set of n peers
(called broker-set) which are numerically closest to the servi-
celd are responsible to act as brokers for that service. It is
assumed that the servicelds are uniformly distributed, thus
every peer will on average be responsible for an equal number
of services.

Each broker keeps a table for every service it is responsible
for. The table has a fixed size of m rows and is used to store at
most m/2 highest buy prices and m/2 lowest sell prices. In
addition, the following methods are offered by a broker:

getPrice returns the current bid price (ask price) for a ser-
vice. If no price offers are available, zero (infinite) is returned.

sendOffer accepts a price offer for a service. It returns true,
if the offer could successfully be entered into the table. It
returns false, if the price is lower (higher) than the m/2-highest
buy price (m/2-lowest sell price) and therefore had to be
dropped.

Furthermore, every provider (consumer) offers the follow-
ing callback methods:

notifyOffer is called by a broker whenever a price offer
matched with another one. The corresponding offers will be
removed from the table.

notifyDrop is called when an offer had to be dropped by a
broker in a later round.

An example for the double auction mechanism in PeerMart
is given in Figure 2. Peer offering or requesting a particular
service (with serviceld x), contact the responsible broker-set to
get the current bid or ask price and then continuously send
their own price offers. Apart from the price, every offer con-
tains a sequence number and a validity time and is signed by
the peer’s private key. For every peer only the newest offer is
kept. The validity time cannot be greater than a certain time-
out . When an offer becomes invalid, it is removed from the
table.

Only the first request (to identify the broker peers for a par-
ticular service) is routed over the overlay network. All subse-
quent messages (namely price offer) are sent “directly” over
the underlying Internet.

Serviceld x

Broker-set

%

Pl

Figure 2. Double Auction in PeerMart

D. Broker-Set Maintenance

When a new service is offered for the first time, the corre-
sponding root node (the node numerically closest to the servi-
celd) has to notify the other peers in its leaf-set about the new
service. If the root node fails to do that (because it is a mali-
cious node), the following fallback method is applied. Recur-
sively, peers on the route to the serviceld are contacted, until
the next closest node to the serviceld is found, which has to be
in the same leaf-set as the root node. This peer then takes over
the notification of the new service. In addition, every broker
keeps a list of nodelds which are in the same broker-set for a



particular service. This list is regularly updated based on
changes in the leaf-set notified by Pastry.

E. Broker Redundancy

As a countermeasure against faulty or malicious peers, ser-
vice offers (requests) and price offers are always sent to f ran-
domly selected broker peers in parallel (1<f<n). fis a
design parameter that has to be set very carefully with respect
to the ratio of malicious peers, desired reliability and message
overhead, for which there is always a trade-off. Broker peers
that receive an offer either reject it or store it in their tables
according to the strategy described above. Every broker peer
then forwards pairs of locally matching offers to all other
peers in the broker set. Based on the signature of an offer, a
broker can easily verify whether the offer is valid. If a broker
has no offers that match locally, the current bid price (ask
price) is forwarded instead, if it has not already been sent ear-
lier. Based on the forwarded offers from all brokers the current
bid price (ask price) is determined and a globally valid match-
ing is performed by every broker. Whenever two offers match,
the corresponding peers are notified by the brokers which ini-
tially received the offer.

In this redundant approach message loss is implicitly con-
sidered. When a message gets lost accidentally, it appears as if
the corresponding peers act maliciously.

F. Timing Issues

In PeerMart slotted time is used for every individual service
to tackle the problem of message delays. Every offer which
potentially matches is delayed for one to two time slots before
being forwarded to the other brokers. This approach guaran-
tees that all peers have the same chance to make a deal. Every
time slot has a sequence number starting at zero when a ser-
vice is traded for the first time. Time slots have a fixed dura-
tion which is set to the maximum expected round-trip time in
the network. During even time slots offers are collected, while
during odd time slots potential matches are notified to the
other broker peers as described above. Since after this syn-
chronization process all broker peers have the same informa-
tion needed to match offers, no matching conflict occurs. In
the rare case that more than one peers made the same offer
within the same time slot, a broker peer forwards the one that
came in first. After synchronization, the offer which was for-
warded by the most brokers will be selected.

IV. EVALUATION

In the following, PeerMart’s technical performance is eval-
uated with respect to efficiency, scalability, and reliability. An
analysis of the economic efficiency of the proposed auction
mechanism is out of the scope of this paper. Justifications for
this fact can be found in [10] and [17].

A. Efficiency and Scalability

The technical efficiency of PeerMart is measured as the
amount of overhead in terms of storage space used and mes-
sages generated by peers. There is a basic overhead for main-

taining the Pastry overlay network. A detailed analysis of the
scalability and overhead of Pastry can be found in [12].

Beyond that, PeerMart generates overhead through the
exchange, storage, and matching of offers. The number of
offers which need to be stored by each peer are limited in two
dimensions. First, since the table size is limited, the maximum
number of offers per service each broker has to maintain is m.
Furthermore, it is assumed that the number of services a peer
is concurrently involved in as either a consumer or provider is
limited to s, as a peer’s resources to consume or provide ser-
vices are physically bound. Thus, on average every peer has to
store a limited number of s - n - m offers, where n is the bro-
ker-set size. Note that tables for services in which no peer is
involved in anymore (no valid offers) can safely be removed.

The number of messages per service involvement a broker
peer needs to deal with is influenced by several factors. Stor-
ing/rejecting an offer and notifying a match generates 2 - f
messages as only a fraction of broker peers are contacted,
which will forward the message. When an offer leads to a
match, an additional number of # - f messages are generated.
A simulation has been performed with a varying number of
peers bidding for services. The bidding strategy chosen for the
consumers was min(ask price + a*(bid limit - ask price),bid
limit) and max(bid price - a*(bid price - ask limit),ask limif)
for the providers, respectively, where a is the learning parame-
ter which has been set to 0.1. The bid and ask limits (reserva-
tion prices) of the peers were normally distributed, such that
50% of the offers were leading to a match. This bidding strat-
egy was motivated by the ZIP strategy proposed in [3].

Figure 3 shows the message overhead per broker peer
depending on the number of peers in the network. It can be
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Figure 3. Message Overhead

seen that the total number of messages increases linearly in a
small network, but stays almost constant when the network
becomes larger. Thus, the system scales very well at a rela-
tively low overhead of messages.

B. Reliability
Reliability denotes the capability to resist against malicious
or unreliable peers. As described above, PeerMart uses redun-



dancy to achieve reliability. The redundancy of PeerMart can
be configured through the parameter f. Thus, the desired reli-
ability can be adjusted based on the expected number of mali-
cious or unreliable peers. Figure 4 shows the reliability of
PeerMart (measured in the amount of correctly matched
offers), depending on the number of parallel brokers f'and the
amount of malicious peers in the broker set for a fixed broker
set size n. Malicious peers were modeled as brokers which did
not forward offers to other brokers. These are much harder to
deal with than peers which are simply offline and can be
detected after no reply has been received for a certain time. It
can be seen in Figure 4, that with 8 brokers in parallel Peer-
Mart can correctly match offers with up to 50% malicious
peers. Thus, a high reliability can be achieved.

Correctly matched offers (%)

| Parallel brokers (f)

0 10 20 30 40 50 60 70 80 90

Malicious broker peers (%) n=64

Figure 4. Reliability of PeerMart

V. CONCLUSIONS

This paper presented PeerMart, a completely distributed
auction-based market based on P2P networks, which can be
used by peers to efficiently trade services. Implemented on top
of a redundant overlay network infrastructure, PeerMart pro-
vides a reliable system, which scales well even for a large
number of peers trading services.

In future work PeerMart will be further extended and its
efficiency will be optimized. While currently only the price
for a service can vary, it will be investigated how several
dynamic parameters could be supported.

Furthermore, the following additional types of malicious
behavior will be considered:

a) A peer may continuously send offers and ignore any
received match. This could be tackled by decreasing the repu-
tation value of a peer whenever it ignores an offer and increas-
ing it upon every accept. If the reputation value falls below a
certain threshold, a peer’s offers could simply be dropped, so
the peer will be excluded from the system.

b) A peer may not stay to its promises, although having pre-
viously accepted an offer. This is out of control of PeerMart.
Actually, the two involved peers may well further negotiate
the price bilaterally, if both peers agree. PeerMart has no

means to prevent this. Otherwise, the same reputation mecha-
nism might be used as above.

¢) A broker peer may not store or forward an offer. While
this is generally not a problem, if at least a few peers behave
correctly as shown above, it is still necessary to punish and
thus prevent such behavior. A broker peer which does not
store an offer cannot immediately be detected. However, if an
offer is not forwarded by a broker peer, the receiver will detect
it, since fewer than ' messages are obtained. Again, the reputa-
tion value of the malicious peer could be decreased in this
case.
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