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Abstract

Auction-based pricing mechanisms offer the flexibility of setting prices for goods
dynamically and efficiently based on current supply and demand. This paper presents
PeerMart, a new mechanism which combines the economic efficiency of auction-
based pricing with the technical performance and resilience of P2P networks.
PeerMart supersedes the need for a central auctioneer by distributing broker
functionality over all peers in the network. A structured and redundant P2P overlay
network design is applied to achieve scalability and robustness even in the presence
of malicious peers.
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1. Introduction

Online auctions like eBay [5] are becoming increasingly popular market places for
trading any kind of goods or services over the Internet. Auction-based markets benefit
from the flexibility to adjust prices dynamically and enable to achieve efficient supply
allocations [7], [22]. However, those markets usually rely on a central component, i.e.
the auctioneer which collects price offers of all participants and performs matches.
Such centralized systems are vulnerable against attacks and may suffer from overload
or failures.

At the same time, an increasing number of systems and applications in the Internet
benefit from the scalability and robustness of emerging peer-to-peer (P2P) networks
(cf. [10] for an overview). P2P networks implement the idea that peers jointly
achieve a task such as key lookup [14] or file storage, without relying on central com-
ponents. By means of appropriate aggregation and replication techniques P2P-based
systems can provide much higher reliability and performance than traditional client/
server-based applications [13].

Combining the advantages of those two areas, the proposed approach was termed
PeerMart. It implements an economically efficient pricing mechanism, a variant of



the Double Auction (DA), on top of a P2P overlay network. The basic idea of Peer-
Mart is to distribute the broker load of an otherwise centralized auctioneer onto clus-
ters of peers, each being responsible for brokering a certain number of goods. Peer-
Mart is different to existing work, such as [4] and [16], since it applies a structured
rather than a random P2P overlay network, which enables deterministic location of
brokers and is more efficient and scalable. Moreover, through the use of redundancy
PeerMart can provide a high reliability even in the presence of malicious or unreli-
able peers.

The remainder of this paper is organized as follows. While Section 2 derives the
most important requirements for a distributed pricing mechanism, Section 3 outlines
the design space, summarizes related work, and discusses major shortcomings. Sec-
tion 4 presents the key design and characteristics of PeerMart. Furthermore, main
building blocks of a prototype implemented are outlined in Section 5, while results
obtained from various experiments are discussed in Section 6. Finally, Section 7 con-
cludes the paper.

2. Requirements

To be able to apply a distributed pricing mechanism within real-world applications,
key requirements need to be met during its design. Any approach has to consider eco-
nomic as well as technical and social aspects in an integrated manner. The main eco-
nomic goal of a pricing mechanism is to achieve an efficient allocation of the goods
being traded. At the same time, key technical objectives with respect to performance
and scalability should not be violated. In addition to that, it is important to take into
account major social aspects such as malicious or selfish behavior of individuals and
groups. The following detailed requirements determine the important design objec-
tives:

* Economic efficiency: The adopted pricing mechanism should lead to an efficient
allocation and use of goods being traded among market participants (traders). Eco-
nomic efficiency is reached if goods are allocated in a way which maximizes the
benefit through their use, i.e. no further gains are possible. The Double Auction
(DA) approaches very close this ideal case, and outperforms many other trading
mechanisms, such as bilateral search, posted offer, or single-sided auctions [7].

* Technical performance: As far as the technical design of the pricing mechanism
is concerned, a high performance has to be achieved through an efficient use of
technical resources like network capacity, memory space, and processing power.
For a distributed implementation of such a mechanism, required network
resources determine the main bottleneck. Thus, size and number of exchanged
messages have to be reduced to a minimum.

* Scalability: With respect to the technical performance of the pricing mechanism,
the solution should be capable to operate under any load, i.e. any number of price
offers for any goods being traded. This load typically increases as more traders
make use of the pricing mechanism. A solution is scalable if the system perfor-
mance does not decrease as the load increases. A centralized system does not scale
well under these circumstances as the load on it increases linearly with the number



of traders. Therefore, a central system can quickly become overloaded, especially
if no centralized load balancing concepts are applied. In contrast, P2P systems
benefit from the characteristic that the load caused by a participating peer can be
compensated by those additional resources provided by that peer. Emerging P2P
overlay infrastructures like Chord [20] or Pastry [17] benefit from this advantage
and provide, in addition, scalable and efficient routing mechanisms which can be
used for object replication and load balancing purposes.

* Reliability: It is important that the pricing mechanism is available continuously
and performs correctly and securely even in the case of individual failures. Cen-
tralized systems are highly vulnerable against total failures or Denial-of-Service
attacks which can basically make a system unusable. P2P systems are by design
more robust against such failures or attacks. But at the same time they can suffer
from the fact that those peers (traders) are autonomous entities, which may not
behave as intended by the designer of the mechanism. The behavior of a peer can,
e.g., be selfish or malicious. Thus, it might not be willing to cooperate or even
more try to actively harm the system, e.g., for its own benefit. The pricing mecha-
nism has to minimize the impact and prevent or discourage such behavior.

Further desirable properties, such as accountability, privacy or anonymity, exist and a

complete market system has to comply with them, depending on the dedicated target

application. It is important to find the right trade-offs, as different requirements often
contradict each other, e.g., it is difficult to guarantee accountability and anonymity at
the same time.

To achieve accountability, it is assumed that an accounting or payment system
exists which provides the notion of a common currency in exchange for the goods
being traded. This may, e.g., be a scalar value, which can be aggregated over time and
represents the current credit of a trader. Ideally, such a system should also try to avoid
any central components to not reintroduce any bottlenecks. One of the main chal-
lenges is clearly to bind the accounting information to a real identity or making re-
entries of traders under a new identity costly and thus unattractive. Potential systems
that could be used for this purpose are, e.g., Karma [21], PPay [23], or Token-based
Accounting [8]. A similar mechanism is needed to keep track of a trader’s reputation,
considering its behavior in the past, such as cheating, freeriding, or running malicious
attacks. There are trust mechanisms like EigenTrust [11] or NICE [12] which are able
to aggregate such information in an efficient way. The trust metric is needed to be
able to exclude misbehaving traders from the system.

For a P2P-based solution it is additionally important to have a closer look at spe-
cific characteristics of a P2P environment. One of the main obstacles in a P2P sys-
tems is the problem that peers (traders) may not be willing to cooperate and do not
behave correctly according to a particular pre-defined mechanism. Firstly, coopera-
tion is costly. Thus, peers might simply have no incentives to cooperate, i.e. behaving
correctly as a broker. But even worse, as peers are users and providers of the pricing
mechanism at the same time, they might be competitors for a particular good and thus
benefit from behaving maliciously. For instance, a peer could lose the opportunity to
sell or buy a particular good by forwarding the price offer of another peer. In any sit-



uation considered it has to be taken into account that peers are autonomous and act in
a rational and selfish way [18]. The use of additional mechanisms like accounting or
reputation can solve this problem only, if a particular behavior is accountable, e.g.,
the provision of a resource. However, for a functionality like forwarding or caching
requests the problem is much more complicated. E.g., it is very hard to detect that a
peer did not forward a particular message. This problem becomes even more essen-
tial when business sensitive information like price offers for goods need to be pro-
cessed or stored. Applying accounting mechanisms as an incentive mechanism to
provide such functionality may not be feasible due to the enormous technical effort
required. Also, it might not solve the problem, since the incentive for forwarding or
caching a message would need to be higher than the potential benefit for not doing it.
In these cases the use of redundancy can help to improve the robustness of such a dis-
tributed mechanism [19].

3. Design Space and Related Work

Based on those main categories of requirements for a distributed pricing mechanism,
many alternative approaches exist to set prices and disseminate them to all partici-
pants. Starting with non-market-based mechanisms, the simplest approach covers
fixed prices, which are determined by a central authority, e.g., the system designer.
While such an approach would technically be very efficient, it implies that the central
authority has complete information to set optimal prices in advance.

A good overview on the large design space of market-based pricing mechanisms
(called market institutions) is given in [7]. Thereby, many pricing mechanisms rely
on centralized components, e.g., a central broker. In the absence of such a central
authority the problem becomes technically complex. Prices need to be communicated
to other market participants in a reliable manner. A simple approach includes traders
being connected in a random P2P network, asking all participants for their prices
(bilateral search) or regularly sending their price offers for goods to all other partici-
pants in the network (posted offer). In the latter case, an offer could directly be
answered with a counteroffer by any participant. An approach similar to this is
adopted in [4]. Obviously, such a solution does not scale and there are no guarantees,
whether all market participants can be reached. A more scalable but rather complex
approach is to store offers for later use in form of a routing table at intermediate peers
in the P2P network. Those could use this information to route requests to the provider
(consumer) currently asking the lowest price (bidding the highest price) rather than
broadcasting them. However, it is unclear how long prices should stay valid before
being dropped from such a price-based routing table. Also it is difficult to make a
prediction about the reliability of this approach in the presence of malicious peers.

In contrast, auction-based approaches are promising in terms of both economic and
technical efficiency. While single-sided auctions are simple to implement, they have
the drawback to be either provider- or consumer-oriented and thus asymmetric and
not optimal. Double auctions enable both providers and consumers to offer prices. An
attempt to implement a double auction in a P2P environment is proposed in [16].
Their algorithm is based on agents which are connected in a random P2P network. It



is considered that only one commodity good is being traded. Agents randomly join to
build clusters and assign a single agent as the cluster center which keeps a map of all
agents in the cluster. Thus, the maximum cluster size has to be limited which impli-
cates that the solution does not scale well. In addition, it is assumed that messages are
never lost or delayed, which is not a realistic assumption for a P2P network in prac-
tice.

PeerMart, as presented in detail in the following section, has been designed with a
strong focus on the technical feasibility and efficiency of implementing a double auc-
tion mechanism on top of a P2P network. An analysis of the economic efficiency of
double auctions is out of the scope of this paper. Justifications of this fact can be
found in [15] and [22].

4. PeerMart Design

The core economic mechanism used in PeerMart’s design and subsequent implemen-
tation is the Double Auction (DA) which has also been adopted by [4] and [16].
Today, variants of the DA are widely used in stock markets. Other than in single-sided
auctions such as the Second-Price Auction, in a DA both providers and consumers can
quote prices (bids or asks) in a symmetric way. These are matched by the correspond-
ing broker following a certain matching strategy. The core technical mechanism in
PeerMart is based on a structured P2P overlay network such as Chord [20] or Pastry
[17]. Structured P2P overlay networks enable deterministic object location and are
more scalable and efficient than random or hybrid overlay structures.

4.1 Basic Mechanism

The basic pricing mechanism in PeerMart works as follows: Providers and consumers
which are interested in trading a particular good, initially send a price request to the
responsible broker. As described later on, brokers are realized by clusters of peers. In
the following, the term service is used to refer to the good being offered by a peer, e.g.,
a content service. The responsible broker answers requests for a particular service
with the current bid price (ask price), which is the current highest buy price (lowest
sell price) offered by a peer. Based on this information, providers and consumers send
price offers to the broker, using a particular strategy which can arbitrarily be chosen
by the peer (a potential bidding strategy that is close to human behavior can be found
in [2]). Continuously, a broker runs the following matching strategy:

* Upon every price offer received from a provider (consumer), there is no match if
the bid (ask) is lower (higher) than the current ask price (bid price). However, the
offer may be stored in a table for later use.

e Otherwise, if there is a match, the offer will be forwarded to the consumer (pro-
vider) that made the highest bid (lowest ask).

The resulting price for the service is set to the mean price between the two matching

price offers.



4.2 Underlying Infrastructure

To implement this DA mechanism in a decentralized manner, PeerMart uses a struc-
tured P2P overlay network as underlying infrastructure. Currently, Pastry [17] is
applied, but in principle any other P2P overlay infrastructure could be used. PeerMart
uses Pastry for peers joining and leaving the system, and to find other peers (brokers)
in the network. In Pastry every peer is given a unique 128-bit node identifier (nodeld),
which can be calculated from a peer’s IP address or public key using a secure hash
function. In PeerMart it is assumed that every peer has a public/private key pair, which
is also used to sign and verify messages. The public keys are bound to the nodelds
using certificates which are signed offline by a trusted third-party. An alternative,
lightweight method to acquire a public/private key pair without having to rely on a
public key infrastructure is described in [1]. That method is based on crypto puzzles
and limits the rate at which new peers can join the system.

4.3 System Design

It is assumed that each service being traded over PeerMart has a unique service iden-
tifier (serviceld). Thus, a separate mechanism is required which maps services onto
servicelds. For content services this can be achieved, e.g., by calculating the hash
value of the content file together with a fixed set of parameters describing further ser-
vice aspects, such as the allocated upload rate, maximum jitter, etc. The serviceld
needs to have at least the same length as the nodeld, to be able to map the services
onto the address space of the underlying DHT. The only parameter considered at this
stage that can vary is the price. A set of n peers (called broker set) which are numeri-
cally closest to the serviceld are responsible to act as broker for that service. As it is
assumed that multiple services are available, multiple broker sets will exist concur-
rently, each being responsible for a dedicated service. Furthermore, as it is assumed
that servicelds are uniformly distributed, every peer on average will be responsible for
an equal number of services. Initially and for implementation performance reasons of
the DHT-based P2P infrastructure, the broker set is congruent with the leaf set in
Pastry. It consists of n/2 numerically closest larger nodelds and n/2 numerically clos-
est smaller nodelds for a particular serviceld. Afterwards, the broker set size n may
dynamically be increased, depending on the actual service popularity or for robust-
ness reasons. Furthermore, each peer keeps a table for every service for which it acts
as broker. This table has a fixed size of m rows and is used to store at most m/2 highest
bids and m/2 lowest offers.

An example for the double auction mechanism in PeerMart is given in Figure 1.
Providers (P1, P2) and consumers (C1) which are interested to trade a particular ser-
vice (x) first lookup the responsible broker set using Pastry routing. Pastry routes the
request to the corresponding root node (the node numerically closest to the servi-
celd). The root node returns the responsible broker set, which can now be contacted
directly to get the current bid or ask price. If the root node is faulty or malicious and
fails to return the broker set, the following fallback method is applied (Note that
Pastry does not notice this and therefore does not assign a new root node). Recur-
sively, peers on the path to the serviceld are contacted, until a member of the broker



set is found. This peer then temporarily takes over the responsibility of the root node
and returns the broker set. Continuously, a peer can now send price offers to the bro-
ker set. Apart from the price, every offer contains a sequence number and a valid time
and is signed by the peer’s private key. For every peer only the newest offer is kept.
The valid time cannot be larger than a maximum time t. After an offer becomes
invalid it will be removed from the table.

serviceld x

broker set

bid $3 for .

~<

serviceld y

lookup

j broker set

Cc2

Figure 1: Double Auction in PeerMart

Concurrently, other broker sets exist which are responsible for other services. Note
that a peer can act as a provider, a consumer, and as a broker for several services at
the same time. Note also, that only the first request (to identify the broker set for a
particular service) is routed through the overlay network. All subsequent messages
(namely price offers) are sent directly over the underlying IP network.

4.4 Broker Set Maintenance

As mentioned above, initially the broker set for a particular service is congruent with
the leaf set in Pastry. When a new service is offered for the first time, the correspond-
ing root node has to notify the other peers in its leaf set about the new service. Again,
if the root node fails to do that, the same fallback method as described above can be
applied. The next closest node to the serviceld will now act as root node and notify the
other peers in the leaf set about the new service.

Furthermore, every peer keeps a list of nodelds of other peers which are in the
same broker set for a particular service. This list is updated regularly based on
changes in the leaf set notified by Pastry. Depending on the service popularity (offer
rate) or for robustness reasons, the broker set may be increased beyond the size of a
leaf set. However, this should normally not be necessary as the services (and hence
their different popularities) are uniformly distributed over all peers. Nevertheless, if
the popularity for a particular service increases beyond a certain threshold t, and a
majority of broker peers vote for an increase of the broker set size, the broker set is



extended by the nodes in the leaf sets of the two outermost brokers. Similarly, the
broker set can be decreased again. The majority vote prohibits that a malicious peer
can wrongly cause a change of the broker set size.

4.5 Broker Set Redundancy and Synchronization

As a countermeasure against faulty or malicious peers, initial price requests and sub-
sequent price offers are always sent to f randomly selected broker peers in parallel
(1<f<n ). fisadesign parameter that has to be set very carefully with respect to the
ratio of malicious peers, desired reliability, and message overhead, for which there is
always a trade-off. Broker peers receiving an offer either reject it or store it in their
tables according to the strategy described in Section 4.1 above. Every broker peer for-
wards pairs of locally matching offers to all other peers in the broker set. Based on the
signature of an offer, brokers can easily verify its validity. In addition to the offers
matching locally, a broker also forwards the current highest bid and lowest ask, if it
has not already been sent earlier. Thus, only potential candidates for a match are syn-
chronized among peers in a broker set. Based on the offers received from other bro-
kers the current bid price (ask price) can be determined and a globally valid matching
can be performed by every broker. Asks and bids matching globally are finally for-
warded to the corresponding peers by those broker peers which initially received
them.

In this redundant approach message loss is implicitly considered. When a message
is lost accidentally between two brokers, it appears as if one of the brokers would act
maliciously. However, so far timing issues have not been dealt with, and it was
assumed that all messages are sent without any delay. In PeerMart a slotted time is
used for every individual auction to tackle the problem of message delays. Time slots
have a fixed duration which has to be longer than the maximum expected round trip
time between any two peers. Every time slot has a sequence number starting at zero
when a service is traded for the first time. Price offers from providers (consumers)
are collected continuously. At the end of every even time slot, the potential candi-
dates for a match are forwarded to the other brokers and arrive there during an odd
time slot. Candidates arriving during even time slots are either delayed or dropped,
depending on the sequence number. At the end of every odd time slot, the final
matches are performed and notified to the corresponding peers. Since after this syn-
chronization process all broker peers have the same information needed to match
offers and bids, no matching conflict can occur. In the rare case that more than one
peers quoted exactly the same price within the same time slot, a broker peer gives pri-
ority to the one that came in first. After synchronization, the price offer which was
prioritized by most brokers is selected.

5. Implementation

PeerMart has been implemented as a prototype on top of FreePastry [6], an open
source implementation of Pastry (cf. [9] for more information about the prototype).
The common API [3] is used to interact with FreePastry as shown in Figure 2. On
every node, an instance of PeerMart is registered as an application. As such it imple-



ments the three main methods forward, deliver, and update, through which a Free-
Pastry node notifies forwarded and received messages, and changes in its leaf-set.
Both interfaces are completely generic, which simplifies alternative implementations
in future.

.................. "
BiddingAgent 1 | BiddingAgent2
. — LT COEEEEEE
o g
PeerMart PeerMart
forward,
route deliver, update \
FreePastry LA EEEEEE »> FreePastry

Figure 2: PeerMart Implementation

PeerMart itself offers four main methods, getBid, getAsk, sendBid, and sendAsk.
The first two methods are used to request the current highest bid price (lowest ask
price) for a particular service. If no ask (bid) is available, infinite (zero) is returned.
The latter two methods are used to send own price offers. They return true, if the
offer could successfully be entered into the table. Otherwise, if the price is lower
(higher) than the m/2-highest bid (m/2-lowest ask), they return false. The return val-
ues are notified asynchronously through the corresponding callback methods notify-
Bid, notifyAsk, notifySendBid, and notifySendAsk. If a price offer has matched, the
result is notified through notifySuccessfulBid or notifySuccessfulAsk, respectively.
The notify methods have to be implemented by any application that makes use of
PeerMart, e.g., a bidding agent. The implementation of PeerMart’s four main meth-
ods, however, is completely transparent for the overlying application.

5.1 Messaging and Threading

All interactions between instances of PeerMart are encapsulated in Pastry messages,
which are either routed over the overlay network (broker set lookup) or sent directly to
the corresponding destination node (all other tasks). For each task there is a dedicated
message. Based on their type, the messages are dispatched remotely and the corre-
sponding methods are executed. Whenever a reply message is expected, e.g., contain-
ing a return value or an acknowledge, a new thread is created. The corresponding
thread is started by the WaitingThreadList class, when the expected message has
arrived or after a certain time-out has passed. In that case, the corresponding message
may be sent again.

The core task of PeerMart, the maintenance of auction tables including timely
exchange of matching candidates and forwarding of successful offers, is performed
by a dedicated AuctionThread. The AuctionThread contains a sorted set of Auction-
Tasks which are executed at a specific time. Additional TimerTasks are created, to
remove offers from the auction table after becoming invalid.



6. Evaluation and Experimental Results

PeerMart’s applicability in today’s Internet applications is envisioned as soon as ana-
lytical and performance results show a gain and clear trade-off between efficiencies,
distribution, and reliability. Therefore, the proposed mechanism is analyzed with
respect to overhead, scalability, and reliability in terms of resistance against attacks or
unreliable peers.

6.1 Efficiency and Scalability

Efficiency of PeerMart is measured in the amount of overhead in terms of states (stor-
age space) that need to be kept and messages being generated by any peer. There is a
basic overhead for maintaining the Pastry overlay infrastructure. For a detailed analy-
sis of the scalability and efficiency of Pastry itself refer to [17]. Beyond that and cov-
ering PeerMart, there is an overhead for the exchange of price offers as well as their
storage and matching by the broker peers. The number of states which need to be kept
by each peer are limited in two ways. Firstly, since the table size is limited, the maxi-
mum number of offers and bids per service each broker has to maintain is m. Sec-
ondly, it is assumed that the number of services s a peer is concurrently involved in as
a trader is limited, as a peer’s resources to consume or provide services are physically
bounded. Thus, there is an average constant number of s-n-m states each peer has to
maintain, where n is the average broker set size depending on the popularity of ser-
vices. It is assumed, that tables for services in which no peer is involved in anymore
(no valid offers exist) can be removed safely.

The number of price messages per service involvement a broker peer needs to deal
with are influenced by several factors. Storing/rejecting a price offer and notifying a
match generates 2-f messages as only a fraction of broker peers is contacted,
which will forward the message. When a price offer leads to a match, an additional
number of n-f messages are generated.

To verify and complement those analytical results, the message overhead of Peer-
Mart has been measured in a set of real world experiments with the implemented pro-
totype. The experiments were run on a Pentium 4 CPU 2.4 GHz with 512 MB RAM
using Java VM 1.4.2. For all experiments performed there were four times as much
peers as services, and each peer was randomly assigned as consumer or provider to
two different services. To make the experiments as realistic as possible, the following
bidding strategy was applied: While the price bid quoted by a consumer was calcu-
lated using min(ask price + a*(bid limit - ask price),bid limit), the price ask quoted
by a provider was set to max(bid price - a*(bid price - ask limit),ask limit). Thereby,
a is a learning parameter which has been set to 0.1 for the experiments. The offer lim-
its (reservation prices) of the peers were normally distributed, such that 80% of the
offers were leading to a match. This bidding strategy was motivated by the ZIP strat-
egy presented in [2], which seems to be close to human behavior. The experiments
were run until all bidding tasks were either successfully completed once or still
unsuccessful after three retries. All messages exchanged between peers were ran-
domly delayed by 100 to 200 ms to simulate the latency of a real network.



Figure 3(a) shows the message overhead per broker peer for a varying number of
peers N in the network. It can be seen that the total number of messages per broker
increases linearly in a small network, but stays almost constant when the network
becomes larger. The messages are broken down into several classes. Auction mes-
sages include all messages for the exchange of offers between brokers, while request
messages include bid/ask requests, offers sent by peers, and notifications. Finally,
other messages include lookup and broker set maintenance messages. The size of all
messages is around 1 kB. These results indicate that the system scales very well with
the number of peers in the network and has only a small overhead. The use of digital
signatures (SHA1 with DSA) has only a minor impact on the system performance.
The message size overhead is about 15%, but the total size is still much smaller than
maximum size of a UDP packet (64 kB). On the test machine signing and verifying
messages took 10 to 20 ms, which is only about 10% of the average RTT in today’s
Internet.

(a) Increasing network size (b) Increasing redundancy
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Figure 3: Message Overhead

6.2 Reliability

With respect to reliability PeerMart relies on two concepts, redundancy and reputa-
tion. While redundancy helps to resist against unreliable peers and potential attacks by
malicious peers, reputation is used as an incentive for peers to stay on-line and to pre-
vent bad behavior. The redundancy of PeerMart can be adjusted through the two
parameters f and n, in order to achieve a desired availability and reliability of the sys-
tem, depending on an expected number of malicious or unreliable peers. The worst-
case costs of redundancy (i.e. when all offers lead to a match) are shown in Figure
3(b). As it can be seen, the costs increase quadratically to the fraction of parallel bro-
kers f used within a broker set.

Figure 4 shows the reliability of PeerMart (measured in the amount of correctly
matched offer pairs), depending on the number of parallel brokers f and the amount
of malicious peers in the broker set for a broker set size of 64. Malicious peers were
modeled as brokers which did not correctly forward offers to other brokers without a
consumer or provider noticing. This is much harder to deal with than peers which are



simply off-line, since these can usually be detected after no reply has been received
within a certain time. As it can be seen in Figure 4, PeerMart can correctly match
bids and offers for up to about 50% malicious peers using, e.g., 8 brokers in parallel
(out of 64 brokers in total). Under the assumption that the fraction of malicious peers
is below 25%, even 4 parallel brokers provide a fairly good reliability. For compari-
son, results from (a) an analytical simulation and (b) real world experiments are
given, which show a similar behavior. Thus, a high reliability can be achieved, by
increasing the number of parallel brokers.

Correctly matched offer pairs (%)

(a) Simulation (b) Experimental Result

« Parallel brokers (f) ] .| Parallel brokers (f)

—
10 2
-4
---8

20 30 0 50 60 70 80 % o 10 20 30 40 50 60 70 80 EJ

Malicious broker peers (%)  n=64 Malicious broker peers (%) n=16

Figure 4: Reliability of PeerMart

The following list outlines additional types of misbehavior and how they are pre-

vented in PeerMart by relying on an external reputation system:

A peer may continuously send offers and ignore any received match. This can be
tackled by decreasing the reputation value of a peer whenever it ignores an offer
and increasing it upon every accept. If the reputation value falls below a certain
threshold, a peer’s offers could simply be dropped, so the peer will be excluded
from the system.

A peer may not stay to its promises, although having previously accepted an offer.
This is out of control of PeerMart. Actually, those two peers involved may negoti-
ate the price bilaterally, if both peers agree. PeerMart has no means to prevent this.
Otherwise, the same reputation mechanism might be used as above.

A broker peer may not store or forward an offer. While this is generally not a prob-
lem, if at least a few peers behave correctly as shown above, it is still necessary to
punish and thus prevent such behavior. A broker peer which does not store an offer
cannot immediately be detected. However, if an offer is not forwarded by a broker
peer, the receiver will detect it, since fewer than f messages are obtained. Again,
the reputation value of the malicious peer can be decreased in this case.



7. Conclusions and Future Work

This paper presented PeerMart, a completely decentralized pricing mechanism based
on P2P networks, which can be used by peers to trade services in a double auction.
Implemented on top of a redundant P2P overlay network, PeerMart provides a highly
reliable, attack-resistant market system at a low overhead of messages and necessary
storage space and scales well even for a large number of peers trading services.

Using a redundant number of 8 brokers out of 64 in total, PeerMart could correctly
match offer pairs with up to an amount of 50% malicious peers. Based on real world
experiments with a prototype, it was shown that the overhead for running PeerMart is
small and almost constant independent of the number of peers.

In future work the basic design of PeerMart will further be extended and analyzed
and its efficiency will be increased. Especially the synchronization process between
brokers which is currently based on broadcast will be optimized. Furthermore, while
only the price for a service can be varied at present, the case on how several dynamic
parameters can be supported will be investigated.
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